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GAP IN ZERO-DAY DETECTION

File-Based Threats Remain
Top Attack Vector

E F

increase in files that are initially
multi-stage malware deemed ‘safe’ by public
complexity feeds are later confirmed
malicious

2025 OPSWAT THREAT LANDSCAPE REPORT

OPSWAT.
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Data Flow to Organizations
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Multiscanning with 30+ AV engines + Al Predictive
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2027 Strategy

Real-time, emulation-based sandbox

10x 100x 25k+

faster than a more resource files per day on
traditional efficient than one server
sandbox other
sandboxes

Detect application vulnerabilities before install

180+ Content disarm and

supported file Reconstruction
types
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Block private and personal identifiable information

110+ OCR Al

supported file Optical named-entity
types Character recognition
Recognition

Prevent zero-day vulnerabilities in application stack
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PREDICTIVE ALIN Al

The Why: 4 Challenges

From Deflection to Detection

1. p. 3 4

~ Needless ~ Zero-Day - Sandbox Delays Alert Overload
Scann"!g of Detection Gaps Deep analysis False positives bury
Clean Files Signatures can only powerful, but too s]ow E] threat§ and drain
Not all files need catch threats they to apply to everything SOC capacity.

to go through have already seen. inline.
multiscanning

OPSWAT.



PREDICTIVE ALIN Al

The What

Alin Al is a prediction engine that identifies a file

as safe or a threat - pre-execution (before sandbox).

Alin Al:

Does not use known signatures like
other AV engines in multiscanning.

Targets unknown threats by predicting
file behavior.

Learns file behaviors from OPSWAT's adaptive
sandbox with built-in threat intelligence.
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PREDICTIVE ALIN Al

How Machine Learning Works

What's Driving the Need for Predictive Alin Al?

Traditional Software Machine Learning

A programmer writes Vs. The system learns rules
explicit rules. from examples.

What That Means for Alin Al

It was trained on malicious & clean files, so it can recognize threats in
files it has never seen before & give it a verdict confidence score.

OPSWAT.



PREDICTIVE ALIN Al

Analyzing a File Without Running It

Static Analysis Without Execution

Feature extraction for
behavior analysis

Object extraction for
attack vectors

It analyzes the structure
of the file

Understands how it is
likely to behave,
without executing it.

It breaks the file apart to identify
hidden components, scripts, or
embedded objects that could be
used in an attack.

Examples of What It Examines
File headers: the file’s ID card

Section entropy: how packed or scrambled each section is
Import tables: the system functions the file plans to use

OPSWAT.



Scanning Performance Per Filetype

Windqws PE
1,375,294

SCAN TIMES (MS)

P90 22 ms

P95 25 ms
P99 33 ms

FALSE POSITIVE RATE

OFP 92,448 neg

CIFxELr
15,622

| SCAN TIMES (MS)

P90 10 ms

P95 20 ms
P99 40 ms

| FALSE POSITIVE RATE

7FP 2,024 neg

MacOS
1,743

| SCAN TIMES (MS)

P90 10 ms

P95 12 ms
P99 20 ms

| FALSE POSITIVE RATI

1 40%

19 FP 1,356 neg

PDF
47,802

| SCAN TIMES (MS)

P90 2 ms

P95 45 ms
P99 141 ms

EAl CE POSITIVE RATE
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OPSWAT. l

#1 Market Leader

Multiscanning & Deep CDR Technology
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GAP IN ZERO-DAY DETECTION

Real Unknown File-Based Threats

Cyber Press

Cyber Attack  Threats  CyberAl  DataBreach  Vulnerability

New Stealthy .NET Malware Concealing Malicious Payloads in
Bitmap Resources

SoupDealer Malware Evades Sandboxes, o " i Ukraine Warns of Weaponized XLL Files
AVs, and EDR/XDR in Real-World Attacks Delivering CABINETRAT Malware via Zip

HOME THREATS CYBER ATTACK DATA BREACH VULNERABILITY
gbhackers. gbhackers. e ————

Recent Articles Archives

Akira Ransomware Group Clai
Data Theft from Apache Open(

APACHE W

CISA Issues Wamning: Hackers
Linux Vulnerability to Spread

Attackers Exploit Cisco 10S XE
Vulnerability to Deploy BADCA
Shell

SoupDealer Malware Evades New Stealthy .NET Malware Concealing Malicious Ukraine Warns of Weaponized XLL
Sandboxes, Avs, and EDR/XDR in Payloads in Bitmap Resources Files. Delivering CABINETRAT
Real-World Attacks Malware via Zip Archives
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AZERBAIJAN Focus

Being Trusted Advisor

Support government and
defense, finance, energy and
other top verticals to

Investing Cyber Security
Skills Development

OPSWAT Academy launch to
build experts to protect
critical infrastructure.

Strong Presence

4 focus headcount to support
AZ customers and strong
channel partners like R.I.S.K.




OUR VISION

We secure our way

OPSWAT.
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