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Growing YoY 
for 30+ years

Owned by original 
founders

Global cybersecurity 
prevention leader

500.000+ 
business customers

1 billion+ protected 
internet users

11
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Technology experts

Global 
R&D centers

Mean Time to Respond 
of ESET MDR

850 750,000 6 minutes

Brand-new & unique 
suspicious samples 
received every day

MDR
Service

24/7
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MULTILAYERED
PREVENTION
TECHNOLOGY

MACHINE 
LEARNING

BEYOND HYPE

ESET LiveSense® Power of AI Human Expertise

THREE DECADES 
OF INDUSTRY 
LEADERSHIP





64% 
“Fake news” causes 

confusion on basic facts 23% 
Have un/knowingly
shared “fake news”20%

Receive daily news 
from social media 

Ability to Shift 
Perception



Ability to Shift 
Perception

“AI can generate complete profiles, 
realistic photos, credible 
biographies, and varied content in 
minutes that would have required 
weeks of manual work. 

The Kremlin operatives are using 
AI, cheap, off-the-shelf software to 
create quick and dirty images for 
lookalike websites”

People detect 
60% of fake 

images



Increased 
Volume and Scale 
Cyberattacks

1760% 
Surge in BEC Attacks 

(Security Today)1265% 
Increase in 

phishing emails (CNBC)967%
Rise in credential 

phishing 
since Q4 2022 (CNBC)



“(In the) multi-person video 
conference, it turns out that 
everyone [he saw] was fake.

Believing everyone else on the call 
was real, the worker agreed to 
remit a total of $200 million Hong 
Kong dollars – about $25.6 million, 
the police officer added. ” 

85% of cybersecurity
experts attribute growth 

in attack prevalence to 
gen-AI (SC Magazine)

Increased 
Volume and Scale 
Cyberattacks



Improved 
Attack Success 
Rate

Lower entry 
barrier 

for mid-tier 
adversaries

Improved 
evasion tools

Convincing 
human-like 
language





PromptLock

PromptFlux

LameHug

QuietVault

Anthropic’s case

• In the wild 

• Experimental

PromptSpy



2026
3 million+

models



AI
Risks



Implementation
issues

Cognitive 
debt

Low quality
output



“vibe 
coding”

“Accept 
All”



“zero hand 
written code”

“random things 
are happening 

…”







ONDRO: Stats z nasho blogpostu

3000+
Skills considered outright 

malicious

25,000+
Skills considered 

suspicious 

800,000
Skills scanned via ESET 

tools



eset.ai
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Neural networks 
in ESET products

1987

First ESET antivirus

2005

ESET DNA Detection 2010

ESET LiveGrid®

2017

ESET Advanced 
Machine Learning in 
the cloud

2018

ESET LiveGuard

2nd Layer – ADVANCED UNPACKING AND SCANNING

State-of-the-art
Unpacking

Scanning with
Experimental Detections

   

1st Layer – ADVANCED MACHINE LEARNING DETECTION

Emulation &
Code Analysis

Extracted Instructions &
DNA Genes

Classification 
Models

Deep Learning
Models

3rd Layer – EXPERIMENTAL DETECTION ENGINE

Extracted
Binaries

Scanning Core
Advanced Memory Analysis

4th Layer – IN-DEPTH BEHAVIORAL ANALYSISAdvanced Sandbox

System
Objects

Registries Files Processes

Sample

Network

Verdict

Expert
Defined Logic

Security
Product

Final Decision
EDTD

Highly Suspicious

Suspicious

Clean

Malicious

Online
Learning

SANDBOX OUTPUTS (BEHAVIORAL FEATURES EXTRACTION) EXPERT SYSTEM EVALUATION

?!

?

Verdict

VerdictLiveGuard

Large Language 
Model



1997

Neural networks 
in ESET products

1987

First ESET antivirus

2005

ESET DNA Detection 2010

ESET LiveGrid®

2017

ESET Advanced 
Machine Learning in 
the cloud

2020-2021

Transformer-based 
models in ESET 
products

2023

Automated Incident 
Creator in ESET Inspect

2018

ESET LiveGuard

2019

Automated Incident 
Creator in endpoint

2024

ESET AI Advisor for ESET 
Threat Intelligence and 
ESET Inspect

1+ Billion
devices 
protected 

60+ Million
Metadata 
entries 
(150GB/day)

216+ Million
files collected 
Y25

1000+ pages
(APT + eCrime)
of threat 
intelligence/year

750 000
suspicious samples 
analysed every day

100+ Million
Users protected 

2.5 Billion 
URLs every day
(2TB/day)
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The Shock of AI Impact and 
How to Absorb It

Director of Artificial 
Intelligence

Juraj
Janosik

Sr. Manager of Advanced Threat 
Detection and AI Research

Filip
Mazan
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AI 
Advisor
Towards 
agentic AI
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ESET + Intel 
AI models on NPU 



Prompt 
& reply 
protection Employee/user

Prompt Reply

Large Language Models



Coming soon
Protocol-level 
protection

A2A/MCP 
protocol

AI Agent

Tools
Local
agents

AI Agent

Local
agents LLM



ESET PROTECT Platform
Last 24 hours connections

Coming soon
AI observability

MCP server

Anthropic – 3 assets, 50 sessions

Google – 3 assets, 22 sessions

OpenAI – 2 assets, 42 sessions



Thank
you
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