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Global cybersecurity Owned by original Growing YoY
prevention leader founders for 30+ years

11 850 750,000

Global Cybersecurity researchers & Brand-new & unique
R&D centers Technology experts suspicious samples
received every day
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1 billion+ protected
internet users

24/7

MDR
Service
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500.000+
business customers

6 minutes

Mean Time to Respond
of ESET MDR
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GEleT PROTECT unified cybersecurity platform

Cloud Application =20

@ Endpoint Protection HW & SW
Incident : Detection Encryption Device Invento r
Response Detection Control Web Y

Control :
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Automated ESET LiveGuard Firewall
@/3 Response Detections Mobile Device | Management

IOC Search Enriched = Management

Context Cloud Workload
Protection

@] Security Operations % Security Management @@ IT Operations
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UEFI Scanner Brute-Force Attack Protection

LiveGrid® Protection Anti-Phishing

Advanced Machine Learning Anti-Scam
®/ ESET LiveSense Exploit Blocker

Multilayered security technology
DNA Detections Advanced Memory Scanner

Network Attack Protection

Ransomware Shield and Remediation Behavioral Inspection and Blocking

MDR S - Threat Intelligence
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Ability to Shift

Perception

“Al can generate complete profiles,
realistic photos, credible
biographies, and varied content in
minutes that would have required
weeks of manual work.

The Kremlin operatives are using
Al, cheap, off-the-shelf software to
create quick and dirty images for
lookalike websites”

People detect
60% of fake
Images

Latest Europe World EUPolicy Business Tra

(A > Next > Tech News

Inside Russia’s Al-driven
disinformation machine
shaping Moldova’s election

HAI LA VOT!

MOLDOVA VOTEAZA!




Increased
Volume and Scale
Cyberattacks

0

I 1reon

Surge in BEC Attacks
K K XK
{ } 1265% (Security Today)
Increase in
967% phishing emails (CNBC)
Rise in credential
phishing

since Q4 2022 (CNBC)



Increased

Volume and Scale

Cyberattacks

“(In the) multi-person video
conference, it turns out that
everyone [he saw] was fake.

Believing everyone else on the call
was real, the worker agreed to
remit a total of $200 million Hong
Kong dollars — about $25.6 million,
the police officer added. ”

85% of cybersecurity
experts attribute growth
in attack prevalence to
gen-Al (SC Magazine)

= m\\bﬂo Arcs Arwrcss Axia  Jeatrals Chins  furope Inda  Nomw

Finance worker pays out $25 million after video
call with deepfake ‘chief financial officer’
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singularity: supply chain attack leaks

secrets on GitHub: everything you need to
know
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| WIZResearch

singularity:
Supply Chain Attack

welivesecurity - =@
Leaks Secrets an GRhub
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First known Al-powered
ransomware uncovered by ESET
Research

Experimental Malware Uging Gemini for Salf-Modification 1o
Evade Detaction

WHTHRADPYD

Disrupting the first reported Al-
orchestrated cyber espionage campaign

welivesecurity

19% & ADVICE

LT e !

PromptSpy ushers in the era of
Android threats using GenAl

ramptss | KW A ' Al »
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\ndrej Karpathy &
@karpathy

‘There's a new kind of coding | call "vibe coding", where you fully i

the vibes, embrace exponentials, and ferEet at the code even exists.

It's possible because the LLMs (e.g. Cursor Composer w Sonnet) are wi
getting too good. Also | just talk to Composer with SuperWhisper so | T E_*,
barely even touch the keyboard. | ask for the dumbest things like TN

5
i

“decrease ﬂ1e pedl:hng on the sidebar by half" because I'm too lazy to '
--+-'.,~.-: All" always, | don't read the diffs anymore. When | get

error meeeegee I jLIEt copy paste them in with no comment, usually that
fixes it. The code grows beyond my usual comprehension, I'd have to
really read through it for a while. Sometimes the LLMs can't fix a bug so |
just work around it or ask for random changes until it goes away. It's not
too bad for throwaway weekend projects, but still quite amusing. I'm
building a project or webapp, but it's not really coding - | just see stuff,
say stuff, run stuff, and copy paste stuff, and it mostly works.

1247 AM - Feb 3, 2025 - 6.BM Views
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e leo @ 2@ @leojrr - 15 Mar 2025
ik

392 was bt with Cursr, 10 hand witien code

Al is no longer just an assistant, it’s also the builder

Now, you can continue to whine about it or start building.

P.S. Yes, people pay for it
leo @ 2
Q7 Tl 43 Q 605 e @leojrr

guys, i'm under attack

ever since | started to share how | built my SaaS using Cursor

as you know, I'm not technical so this is taking me longer that usual to
gure out

or now, | will stop sharing what | do publicly on X

there are just some weird ppl out there

10:04 am - 17 Mar 2025 - 2.2M Views



OpenClaw

THE Al THAT ACTUALLY DOES THINGS.

Clears your inbox. sends emails. manages your calendar. checks you in for Hights.

All from WhatsApp. Telegram, or any chat app you already use.

- OpenClaw Partners with VirusTotal for Skill Security

) What People Say View all -

jusT Peshed sething ug

@sigipete on my Raspbe

= Harmold FAlbartMaoral
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Give your agents context to
make them smarter

o T+ 11 et = it - o
JENT SHILLE COoneex: ToOr Liauis Lode

~ npx playbooks Timd skill s}

Arowse shills Erowse ACP servers

What's in the directory

tgent skills Skill bundles MCP sarvers

Highlighted Hide uspecious Deweniasds L Card

salf-improving-agent

i
Tavily Weh Sagrch Jravil

Fir#l Skilltg

THRCAT LANDSCAM

P T0O big to ignore? The security crisis
Ha—— Drewing in Al agent platforms
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Too big to ignore? The security crisis
brewing in Al agent platforms

.o.v'.“~‘-. '.... ¢ "l :':-!,-.. < .“- 'T.: ,n'-'. r.'.: ,7..'.." <% 4. 0' 4 0. > "4 r 4

800,000 25,000+ 3000+

Skills scanned via ESET Skills considered Skills considered outright
tools suspicious malicious
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Leading Cybersecurity in the Al Era

Shaping the future of Al-powered cybersecurity

ESET i1s advancing cybersecurity for the Al era. With a €40 million self-funded investment,
ESET is accelerating its Al strategy and innovation across three main pillars, combining
autonomous intelligence with decades of security expertise to deliver a new generation
of trusted protection, built in Europe and trusted worldwide.
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Scan the QR code to downinad

"Artificial Intelligence at ESET"




About  Blog 7 Shop

For Home or Business For partners

Frogress. Protected

Protection for home Download Why ESET? W & Customer zone

s this Al skill safe to install? Try ESET Al Skills Checker

Al agents rely an skills to perform tasks. Skills are

analyzes any skill URL in real time

Enter a skill to check (e ¢
crer a sKif 1o Check (€.4.

example.com/skili-iink.md)

How coes it work?

More than a static scan. A full behavioral analysis.

ANCT Srannere lnn 1T Yigr S SAVC N Aanaluzoc wiha T (INEc« mnr Talls NFWAS T O Ve L
Iv OSL SCdlrers ‘uk_-l‘-. di ‘.".‘t»;". d S ‘l -‘-‘_1',‘1' L_:_l anaiyzes wi al IT does, Includl 1;{ NOW IT er.'.L aves

Skill content analysis

o CAWINDOWS waten Idemd X + v - o x

t\Users\ scLashub install futures-trader
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@ eT Cybersecurity
Progress. Protected.

APT Activity
Report

CONFLICT-INFORMED ESPIONAGE:
MONITORING OIL SHIPMENTS, TARGETING DRONE MAKERS

October 2025 — March 2026




ESET SMB Cyber
Readiness Index
2026

Global edition
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1987

First ESET antivirus

1997

Neural networks
in ESET products

d:sdocs-sBO0OK1 . XLS (0Q.0000:0, 00000 ————— 1) — XFrPaix pattern
d:~docs/ERASER-P.DOT (0.9908:0.0094[VIe———1) - WM Eraszer.P:Tw virus
d:sdocssLTW.XLS (0.9969:0.0108[VI———1) - *M-/LMJ.C virus

d: docs/PRIZM.DOC (Q.9775:0.0226[VIF-———1) - NEURAL PATTERN

d: docs/UGLYRID.DOT (0.0312:0.9691[-—-CLE1) - POLY.CRYPT.S3TEALTH.MACRO wirus
d:docs/AMAC XLS (0.8033:0.190Z2[VIe-———1) - HEURAL PATTERHN

d: docs/WCOLIN.DOC (0.9928:0.0074[VIe———1) - WM-ABC.A wvirus
d:rdocs/-xX97 IMPOR . XL5 (0.0000:0. 00000 —————— 1) - XM/ Import.A virus

DONE

SUmmary :

neural network — clean files:
neural network - viruses 1:
neural network - viruses 2:
neural network - total:

viruses detected by name:

virus suspicion - heuristics:
virus suspicion - neural network:
total errors:

total number of scanmed files:
total number of processed files:

f neural network support exists for given target then non-zeros values as
he result of neural network scanner will be displayed immediately after
1@ scanned file name:

CL@ means CLEAN

VI@ means VIRUS

'probability' of being CLEAN
'probability' of being INFECTED

(R e B N Y

If the information collected by neural network is not sufficient to decide
whether the file is infected or not both 'CL@' and 'VI@' flags will be
displayed.

Note: Because of using linear approach 1in neural network model to evaluate
total probability, 1likelihood of infection can be in some cases
greater than 1 and likelihood of being clean can be xss than zero
(negative number). This should be interpreted as allmos
0. In fact probability should be a number from the <(
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First ESET antivirus
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2005

ESET DNA Detection

2017

ESET Advanced
Machine Learning in

the cloud

=D

Advanced setup

Detection engine (B =]
Update €D

Protections €D

Real-time file system
protection 5 ]

Network

protection 4 ]

ssuTis 6

Email client protection &
Web access protection 4]
Browser protection @

Davice control

Tools B
Connectivity
User interface @D
Notifications €

Privacy settings

Default

Detection responses

1997

Neural networks
in ESET products

2010

ESET LiveGrid®

Malware detections (powered by machine learning) Aggressive

Reporting

Protection

Potentially unwanted applications

Reporting

Protection

Suspicious applications
Reporting

Protection

Potentially unsafe applications

Reporting

®
®

Aggressive

@

®
Aggressive

®

®
Aggressive

®

Balanced

Balanced

Cautious

Cautious

Cautious

Cautious

Cancel
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Security
Product Sample

ate-of-the-art Scanning with
Unpacking Experimental Detections

—

3rd Layer — EXPERIMENTAL DETECTION ENGINE

S
101 —
‘owl
Extracted Scanning Core
Binaries

Advanced Memory Analysis

L, ==

Advanced Sandbox 4th | ayer — IN-DEPTH BEHAVIORAL ANALYSIS

SANDBOX OUTPUTS (BEHAVIORAL FEATURES EXTRACTION)
> 2 3% A
ooo
REG
®

i System Registries Files Processes Network Online
@ e T LIVGGuard Objects

Learning

Verdict
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2018

ESET Advanced

Machine Learning in

the cloud
ESET LiveGuard

2019

ESET Advanced

Machine Learning in 2020-2021

the endpoint Transformer-based Al
models in ESET
products

2023

Automated Incident
Correlation in ESET
Inspect

~




ESET Advanced 2018

Machine Learning in

the cloud
ESET LiveGuard

2019

ESET Advanced
Machine Learning in 2020-2021

the endpoint Transformer-based Al
models in ESET

products
2023

Automated Incident
Correlation in ESET
Inspect

= o - Al assisted
descriptions

l:‘/‘ Verview

a2 ra I 1 o a o 1 3 [ 4 ’f‘\
3_)3 Interactive persistence and credential access £} Company impact
on me-sql.maincompany.local

Computers
Severity

TR Identities
atus

Creation time
Author

Tags

Comments

Description &

Overview:

Interactive persistence and creddential sccess annc-sql  maine ompany, locs) Thes N7
stalled o tert sevviee from fom soheed binary. maddied mang txrcubor

emory ( icar

Story:

. A e s . hest e - 20

18 SUESDIO0Us wWan

Al assisted !
recommended
actions



the cloud

2019

ESET Advanced
Machine Learning in
the endpoint

2023

Automated Incident
Correlation in ESET
Inspect

ESET LiveGuard

2020-2021

Transformer-based Al
models in ESET
products

2024

ESET Al Advisor for ESET
Threat Intelligence and
ESET Inspect




@ £ET Al ADVISOR

@] ESET Al Advisor

rari =%y EOET i A\iterse aretet
low can ESET Al Advisor assist you

AI today?
Advisor

Towards
agentic Al
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 Demo station with ESET Endpoint Security

s i ozes and ESET Browser Privacy & Security running
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Coming soon

Protocol-level

protection
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Al Agent
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Tool agent
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Coming soon
Al observability

<4 Gemini

X Claude @
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ESET PROTECT Platform
Last 24 hours connec tions
_______ N (A thropic — 3 assets, 50 ] ¢ — — T
( Google — 3 assets, 22 ions ]
\( OpenAl — 2 assets, 42 ions L
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